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How can I protect my child from the dangers of the internet and social media 

1. Video - Internet Safety Initiative 

○ http://www.internetsafety101.org/  (Internet Safety Website) 

■ http://www.internetsafety101.org/101_video_clips.htm   

■ http://www.youtube.com/watch?v=BzPNSpO7c8Q  (rules n’ tools) 

○ http://davidburt.us/parental-controls/   (Parent Control Guide) 

2. Social Media - settings on iPhones and other devices 

○ facebook 

○ instagram 

○ google + 

○ twitter 

3. Photos and tags - turn off location services (show short video clip) 

○ http://kyeos.wordpress.com/2013/05/10/warning-if-you-take-photos-with-your-

cell-phone/  

 

How can we fight back? 

1. http://www.internetsafety101.org/partnerinformation.htm  

2. http://www.xbox.com/en-US/Live/HealthyGamingGuide  (xbox parent controls) 
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Non-Technical Measures to Protect Kids Online 

 Download the Rules 'N Tools® Checklist. 

  

As technology continues to evolve, it is easy to feel left behind. Follow these nontechnical 

measures to help you become a cyber-savvy, virtual parent. 

  

  

Rule 1 ►Establish an ongoing dialogue and keep lines of communication open 

  

Teens whose parents have talked to them “a lot” about online safety are less likely to consider 

meeting face-to-face with someone they met on the Internet (12% vs. 20%).1 

  

Rule 2 ►Supervise use of all Internet-enabled devices 

  

Rule 3 ►Know your child’s online activities and friends 

  

Almost 1 in 8 teens discovered that someone they were communicating with online was an adult 

pretending to be much younger.2 

  

Rule 4 ►Regularly check the online communities your children use, such as social 

networking and gaming sites, to see what information they are posting 

  

Rule 5 ►Supervise the photos and videos your kids post and send online 

  

4% of all youth Internet users in 2005 said online solicitors asked them for nude or sexually explicit 

photographs of themselves.3 

  

Rule 6 ►Discourage the use of webcams and mobile video devices 

  

Rule 7 ►Teach your children how to protect personal information posted online and to 

follow the same rules with respect to the personal information of others 

 

Teens whose parents have talked to them “a lot” about Internet safety are more concerned about the 

risks of sharing personal information online. For instance, 65% of teens whose parents have not talked 

to them about online safety post information about where they live compared to 48% of teens with 

more involved parents.6 

  

Rule 8 ►Be sure your children use privacy settings 

  

http://www.internetsafety101.org/upload/file/Rules%20'N%20Tools%20Checklist.pdf
http://www.internetsafety101.org/upload/file/Rules%20'N%20Tools%20Checklist.pdf
http://www.internetsafety101.org/upload/file/Rules%20'N%20Tools%20Checklist.pdf


47% of teens have an Internet profile that is public and viewable by anyone.7  

  

Rule 9 ►Instruct your children to avoid meeting face-to-face with someone they only know 

online or through their mobile device 

  

16% of teens say they’ve considered meeting face-to-face with someone they’ve talked to only online, 

and 8% of teens say they have actually met in-person with someone from the Internet.8 

  

Rule 10 ►Teach your children how to respond to cyberbullies 

  

Overall, 19% of teens report they have been harassed or bullied online, and the incidence of online 

harassment is higher (23%) among 16- and 17-year-olds. Girls are more likely to be harassed or 

bullied than boys (21% vs. 17%).9 

  

Rule 11 ►Establish an agreement with your children about Internet use at home and 

outside of the home (see Rules ‘N Tools® Youth Pledge) 

  

Rule 12 ►Teach your teens by words and example not to read or write texts or emails 

while driving 

 

Technical Measures to Protect Kids Online 

Download the Rules 'N Tools® Checklist 

In addition to safety rules, protecting kids online requires the use of software tools, better 

known as parental controls. Parental control software helps prevent objectionable content 

and dangerous people from gaining access to your child. A comprehensive suite of parental 

control tools should include customizable filters, monitoring software, time-managing 

controls, and Instant Messaging (IM) and chat controls. Parental controls should be utilized 

on all Internet-enabled devices (desktops, laptops, and gaming, mobile, and music 

devices). However, these resources are not a substitute for parental supervision. 

Tool 1 ►Set age-appropriate filters: Filters block categories of inappropriate websites a 

child can view, such as sites containing pornography, violence, gambling, and illegal drug 

information.  

  

7 out of 10 Internet users ages 8 to 18 were exposed to unwanted sexual material and more than 

three-quarters of unwanted exposure to pornography (79%) happened at home.1 

  

Tool 2 ►Consider using monitoring software, especially if you sense your child is at risk 
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80% of sexual predators are explicit about their sexual intentions. The offenders lure teens after 

weeks of online conversations, playing on common teen vulnerabilities, such as their desires for 

romance, adventure, sexual information, and understanding. In 73% of these crimes, the youth meet 

the offender on multiple occasions for sexual encounters.2 

  

Tool 3 ►Periodically check your child’s online activity by viewing your browser’s history 

  

65% of all parents and 64% of all teens say that teens do things online that they wouldn’t want their 

parents to know about.3 

  

Tool 4 ►Set time limits 

  

Tool 5 ►Disallow access to chat rooms and only allow live audio chat with extreme caution 

  

Most sexual solicitation incidents (79%) happened on home computers, beginning with personal 

questions about the teen’s physical appearance, sexual experience, and with propositions for 

“cybersex.”  37% of sexual solicitation incidents happen while youth are in chat rooms, and many 

occur in live chat or instant-message sessions.4 

  

Tool 6 ►Limit your child’s Instant Messaging (IM) contacts to a parent-approved buddy list:  

  

Tool 7 ►Use safe search engines 

  

Tool 8 ►Set up the family’s cyber-security protections 

  

Tool 9 ►Utilize parental controls on your child’s mobile phone and mobile devices 

  

In a recent survey from the National Campaign to Prevent Teen and Unplanned Pregnancy, one out of 

five teens reported that they have ‘electronically sent or posted online, nude or semi-nude pictures of 

videos of themselves.’ 5 

  

  

1 Finkelhor, David, Kimberly Mitchell, and Janis Wolak. National Juvenile Online Victimization Study. 

National Center for Missing & Exploited Children, 2007. 

  

2 Lenhart, Amanda. Family, Friends & Community: Protecting Teens Online. Pew Internet & American 

Life Project, 2005. 

  

  

3 Subrahmanyam, Kaveri, David Smahel, and Patricia Greenfield. “Connecting developmental 

constructions to the Internet: Identity presentation and sexual exploration in online teen chat rooms.” 

Developmental Psychology 42.3 (2006) 395-406. 



  

4 Wolak, Janis, Kimberly Mitchell, and David Finkelhor, 2006. 

  

 

Dangers of the Social Web 

In the offline world, communities are typically responsible for enforcing 

norms of privacy and general etiquette. In the online world, new etiquette 

challenges abound. In order to reap the benefits of socializing and making 

new friends, teens often disclose information about themselves that would 

typically be part of an acceptable “getting-to-know-you” process offline 

(name, school, personal interests, etc.). On social network sites, this kind of 

information is now posted online—sometimes in full public view. In some 

cases, this information is innocuous or fake. But in other cases, disclosure 

reaches a level that is troubling for parents and those concerned about the 

safety of online teens, and once children put this information online, they 

will never get it back. 

Teens are posting a tremendous amount of information on their online profiles, so it is vitally 

important that teens use strict privacy settings and are savvy about the individuals they allow to view 

their social networking profile.  Since kids are often trying to catch the attention of and gain approval 

from their peers, some teens tend to post content to appear popular or to gain a response from others 

in their online community; teens jockey for status, post risqué pictures, brag about the previous 

weekend’s adventures, and can easily use this digital space to humiliate others or post inappropriate 

content.5 No information is truly private in the online world; an online “friend” can forward any 

information posted on your child’s site in a moment. 

 

 

"Kids are going to post photos and personal information.  At least they should be aware of the risks.  

At least they should use the privacy tools built into the sites to keep people they don't know from 

accessing their information and their data.  And at least moms and dads should learn about what they 

are doing." 

  

 — Ernie Allen, President & CEO, National Center for Missing & Exploited Children 

 

 

  

Public profiles put kids at a much greater risk to: 

● Receive a message from a stranger 

● Meet with a stranger 



● Be harassed by peers  

Other concerns of social networking sites:   

● Lack of age-verification mechanisms 

●  Posting provocative pictures and videos 

● Easy access for predators and cyberbullies 

● Excessive or addictive access 

● Access to unhealthy “groups” 

 



How to be Safe on Social Sites 

 Teach your child to: 

● Be as anonymous as possible 

●  Use privacy settings 

●  Think before they post 

●  Avoid in-person meetings   

● Be honest about their age 

●  Remember social networking sites are public spaces 

●  Avoid posting anything that could embarrass them later or expose them to danger 

● Remember that people aren’t always who they say they are 

●  Check comments regularly   

●  Avoid inappropriate content and behavior, and, if encountered, report it to the social 

networking site 

Parents should search social networking sites their teens visit to see what information they 

are posting. Make sure you are added to your teen’s “friend list” so you can view their information 

and verify that their profiles are set to private (as they should be!). If you’re uncertain whether your 

child has a profile, do a simple online search by typing your child’s name into a search engine like 

Google,or into the search option of the site in question.   

  

  

How to Report Abuse on a Social Networking Site 

●  Learn what constitutes abuse according to the Social Networking Site’s Terms and 

Conditions page. Click the ‘Report Abuse’ link and type a description of the abuse in the text 

field labeled ‘Message.’ Be sure to include a detailed description of the nature of the abuse 

you are reporting. Also, try to include the name or profile name of the person whom you are 

reporting, and submit it to the Social Networking Site. 

●  If you feel you and/or someone you know are in danger, contact law enforcement 

immediately. 

● Do not respond to messages from the individual and be sure to keep copies of messages or 

correspondences from the individual. 

● Block the individual from contacting you and remove the individual from your “Friend List.” 

●  Delete any comments the individual has left on your profile page. 

 

 

"One of the most important questions to ask that teens really understand is: 'Are you willing to share 

this information in front of your school assembly?  Have a discussion with them about what's 

appropriate and what's not.  Look at their images and see if you think there's something that shouldn't 

be on the profile and then have them either remove it or let us know you're concerned and then we'll 

work with you." 



— Hemanshu Nigam, Chief Security Officer, Fox Interactive Media and MySpace 

 

 

Age-Based Guidelines 

Remember to use Enough Is Enough℠'s Internet Safety Rules 'N Tools® to protect your 

kids at every age! 

Key principles for all age groups include to: 

● Keep lines of communication open 

● Create a list of Internet rules with your kids (SeeRules 'N Tools® Youth Pledge)  

● Set parental controls at the age-appropriate levels and use filtering and monitoring tools as 

a complement--not a replacement--for parental supervision. 

● Supervise all Internet-enabled devices and keep computers in a public area of the home. 

● Talk to your kids about healthy sexuality in the event they encounter sexually explicit online 

pornography at home, school, a friend's house, the library or their mobile device. 

● Encourage your kids to come to you if they encounter anything online that makes them feel 

uncomfortable or threatened. (Stay calm and don't blame your child; otherwise, they won't 

turn to you in the future for help when they need it.) 

● Teach them not to interact with people they don't know offline, because an online predator 

or cyberbully can disguise him/herself. 

● Check the history file on your computer to see which sites your child has accessed. 

● Teach your child the golden rule: do unto others as they would have done unto themselves. 

  

Mobile Device Options 

Cell phones have all the capabilities of a personal computer, now able to deliver video, data, games, 

instant messages and more.  These multi-media platforms allows subscribers "anywhere", "anytime" 

access to information, news and people, making it more difficult for parents to monitor access and 

creating another point of access to inappropriate content and contacts. 

We recommend that parents check with their mobile provider to pick customized resources 

and limits to protect kids on their mobile phones, including the following: 

AT&T Smart Limits: "Smart Limits" brings together information about parental control features across 

AT&T wireless, wired, broadband and video services.  AT&T's service allows parents to: determine how 

and when kids use phones; limit the number of text and instant messages; decide when the phone 

can be used for calling and texting; and limit access to inappropriate content. 

Verizon Wireless: Allows parents to determine their child's location—in real time—and notifies parents 

http://www.internetsafety101.org/upload/file/Rules%20'N%20Tools%20Youth%20Pledge.pdf
http://www.att.net/smartcontrols
http://parentalcontrolcenter.com/


if their child leaves the parent-specified "child zone".  Verizon also offers tools which filter content 

(classified by age); set phone usage allowances; set time restrictions, and block numbers. 

Sprint: Offers phones with built-in parental controls, which allow parents to restrict incoming and 

outgoing calls to parent-approved contact lists (located in the child's phone book), and also offers 

parents other resources to limit a child's access to all other Sprint services. 

  

The following mobile devices are also geared towards keeping children safe: 

Firefly Mobile— A voice-only phone for kids with just five buttons. Two of the buttons are pre-

programmed to call mom and dad. 

Verizon Wireless’s “Migo”— Has limited number of buttons for parents to program with approved and 

emergency-related numbers. 

 

 

http://www.nextel.com/en/services/safety_security/parental_control.shtml
http://www.fireflymobile.com/
http://phones.verizonwireless.com/search/devices/lg_migo.html

